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The Problem

Many documents created by software contain far more than the visible text.  Documents written with Microsoft Word, for example, contain what is called “metadata” -- information about who wrote the document, when it was revised, by whom, and additional information. Likewise, documents saved with WordPerfect can be "unedited" through using multiple "un do" commands to reveal critical changes to a document.  Excel creates similar issues.

A Microsoft support document explains the problems particular to Word: 


Whenever you create, open, or save a document in Word 2002, the document may contain content that you may not want to share with others when you distribute the document electronically. This information is known as metadata. Metadata is used for a variety of purposes to enhance the editing, viewing, filing, and retrieval of Microsoft Office documents.



Some metadata is easily accessible through the Word user interface. Other metadata is only accessible through extraordinary means, such as by opening a document in a low-level binary file editor. The following are some examples of metadata that may be stored in your documents: 

· Your name 

· Your initials 

· Your company or organization name 

· The name of your computer 

· The name of the network server or hard disk where you saved the document 

· Other file properties and summary information 

· Non-visible portions of embedded OLE objects 

· The names of previous document authors 

· Document revisions 

· Document versions 

· Template information 

· Hidden text 

· Comments

· Time spent editing the document

· File numbers, case numbers, etc.

<http://support.microsoft.com/default.aspx?scid=kb;en-us;290945>

Microsoft goes on to explain that, "Metadata is created in a variety of ways in Word documents. As a result, there is no single method to remove all such content from your documents." Id.

Lawyers obviously have a duty to avoid disclosing information that could harm the client. See Model Rule 1.6.  Indeed, the ethical rules of most states is far broader, requiring lawyers to take reasonable steps to ensure that no information relating to the representation of a client is disclosed, absent the client's consent. See id.  
The Available Means to Reduce Metadata

To comply with their duty of confidentiality, lawyers should take steps to remove metadata from documents exchanged with opposing counsel or disclosed to the public. However, this is not a one-click operation.  As one commentator put it: “The problem is not that metadata is added to documents. The problem is that it cannot be easily removed from documents.”  Michael Silver, Microsoft Office metadata:  What you don’t see can hurt you (March 4, 2003) available at <http://techrepublic.com.com/5100-6270-5034376.html>.

There are various ways to remove metadata, all of unequal effectiveness.  The Microsoft article describes some ways, which vary depending on which edition of Word you are using, but which generally require various steps to delete the metadata.  For other, ostensibly more complete, means to remove metadata, see Mr. Silver’s article, cited above, and the links collected there. Mr. Silver explains that several third parties have created cleaning software, some of which is free.

Even these programs are not fool-proof, however.  Most “generally do not integrate with e-mail systems to remove metadata from documents being sent out from the e-mail program, and most macro solutions still put the onus on the users to run the macro.”  Id.

There is one approach to reducing metadata that does not require the use of anything but Microsoft Word.  The first step is to make sure that the document is as clean as it can be within Word.  Go through the Change control menu, accepting all changes,
until there are no changes left, and then save the document.  (See the Microsoft article, above, for details on how to do this.) Then we suggest that you output the data in Rich Text format, if possible.  You can then examine the document with Notepad.  You certainly will see metadata in that case -- things like font names, formatting
instructions, etc., but that information, in the usual case at least, should all be benign.
  You can then read it back into a new document in Word in order to print it.


If Rich Text won't work for you, perhaps because of pictures or complex formatting, then the next best option (assuming you have Adobe Acrobat) is to print the document to Acrobat Distiller, which operates on the PostScript output to produce a Portable Document Format (PDF), as opposed to the more convenient PDFwriter, which converts the document directly, as opposed to the even more convenient, but more problematic macro snap-in that is installed in Word.  (In earlier versions, PDFwriter didn't always convert graphics properly.  But it is considerably more convenient and easy to use than Distiller, if it works for you.)


Once the PDF has been created, open the output in Acrobat one more time, and
do the following (using the current Acrobat 6.0 menus in this description):

1.       Click on Advanced, Document Metadata, Description.  You will see information concerning the Title, Author, Description, description writer, keywords, copyright status, copyright notice, copyright URL, and when the document was created or modified.

2.       While still in the Document Metadata menu, click on Advanced, and look at all of the information displayed there.  Some of it relates to the company that registered that copy of Acrobat, which might be confidential. The Author is picked up from the logon account used when the PDF was created, so you might want to pay attention to that - you don't need to advertise your user name to everyone.

3.       At the main Acrobat menu, click on Advanced, PDF Optimize.  You won't see too much of interest under the Images section, although there are interesting goodies there for optimizing the size and resolution of the images, and the Fonts section is generally unexceptional as well.  But click on Clean-up, and you hit pay-dirt.  In particular, look at the options for Discard all comments (these are Acrobat comments, we believe, but they might include converted comments from Word.  Discard alternate images may make the
document less accessible fro those with impairments, but unless you expect someone to LISTEN to the document, etc., you probably don't want to include them. Remove hidden layers might be important, but certainly Remove private data from other applications should be checked, as it isn't by default.

4.       At the main menu, click File, Document Properties.  Browse through all of the pages, but pay particular attention to the Security options. There, you can specify whether the document can be opened without a password, or whether printing, extracting text, adding comments, etc. can be done without a password.  You can also encrypt the document using someone's public key certificates, and you can sign it using your own signature key.
One form of metadata that we have not found a way of removing is the Path information that is displayed in Acrobat under Document Properties, Description.  In the case of the trial version, what was displayed was                                                                  C:\Documents and Settings\Bob…cuments|MetadataArticle1028.pdf.  
Frankly we wish that Adobe would not track such information, as the internal file structure and temporary files names are no one else’s business. But there does not seem to be any way of removing it, so if this is a concern, you should save the PDF output to some innocuous locations such as C:\.tempfile.pdf.

Finally, if you are really and truly paranoid about this stuff, you can print the document to paper and scan it in again, or even (gasp!) mail the paper document to someone.

Redacting Information
Sometimes it desirable to redact information from a document, while still indicating where the original information was located.  Perhaps certain information has been ruled inadmissible, but the redacted document must still be presented to a judge or jury.  As a recent case illustrated, there are good ways and bad ways to do that.  
One way to do it would be to use the highlighter function in Word, much like a black marking pen, that would make certain words like these a appear blacked out.  Obviously someone with access to the Word document could copy the text, change the highlighting, and make “words like these” appear again.  But if the document were printed, the redaction would be secure, and you might think that if the document were converted to PDF, it would also be secure, right?  Wrong.
We prepared a trial PDF version of this paper, including the redacted words above, then used the Select Text tool to highlight the redacted text and the words on both side of it, right clicked, and selected Copy to clipboard. Then we typed this paragraph, got to this spot, and right clicked and selected Paste, and voila: “certain words like these a appear” popped back up in the Word. (You can see that we had a typographical error, the extra ‘a’ that was hidden by the deduction.)  Now that’s metadata.
We then changed the properties of the document, to disallow all copying of text, but we left in the ability to interact with the visually impaired.  This time, the option to copy the text to the clipboard did not appear, although it isn’t known what some third party tool might have been able to do with it.
But, as we expected, if we clicked on View, Read out loud, the document reader handily read the redacted information out loud to us.  (The talking dog has a rather poor speaking voice, however.)
Adverse Use of Metadata:  Unethical?

Suppose now armed with this knowledge about the existence of metadata, you examine a Word document that opposing counsel has sent to you, and discover an abundance of metadata. Can you review it? 


At least one bar association has taken the position that it is unethical to examine this hidden information. N.Y. St. B. Ass'n. Op. 749 ( Dec. 14, 2001). In that opinion, the bar association recognized that, although the transmitting party intended to transmit the "visible" document, "absent an explicit direction to the contrary counsel plainly does not intend the lawyer to receive the 'hidden' material or information.". Id. Based on this premise - that the transmitting lawyer was unintentional in his disclosure of the meta data - the bar association concluded that the metadata could not be accessed: "it is a deliberate act by the receiving lawyer, not carelessness on the part of the sending lawyer, that would lead to the disclosure of client confidences and secrets.”  Id. 

While agreeing with the commendable “gentlemen do not read someone else’s mail” spirit of that doctrine, the technologist co-author disagrees with the implied premise that all metadata is merely an undesirable artifact, created by evil software companies as a trap for the unwary.  Although the “trap of the unwary” is definitely something for counsel to worry about, the support for such metadata in the form of title, subject, keywords, author, company, and many other such information are included either to make the storing and retrieving of such documents in a large organization more feasible, and/or to simplify the editing and production of those documents.
The “fact” that counsel did not intend the lawyer to receive the ‘hidden’ information is therefore not at all obvious, since by exercising reasonable care the counsel would have reviewed and removed such material at her discretion.  After all, we are not talking about opposing counsel using binary editors or other specialized forensic tools, any more than a consumer (as opposed to an art historian) would normally expect to use X-rays to reveal what mistakes an artist painted over.  We are only expecting counsel to be reasonably familiar with the tools he or she uses every single day, if necessary by actually reading the manual or the Help files.

Whether the premise advocated by the N.Y. Bar holds true or is adopted by others is an interesting question, and one on which the authors of this paper do not totally agree.  The difficulty facing lawyers is that the proposition that lawyers have a duty to avoid using metadata will be tested in cases where, for example, the internal evidence contained in metadata clearly showed that the defendant had been aware of a particular fact at a much earlier date than the apparent date on the document.  Counsel would presumably have a professional responsibility to discover that fact and make it known.  A court would be sanctioning fraud were it to preclude use of metadata under those circumstances.  Likewise, if the metadata showed that a document was amended after the date on which it had apparently concluded, that might also be highly relevant to a case, and difficult for a court to exclude.  Given the extraordinary measures being taken today to gather electronic evidence, the alleged ethical duty not to review metadata will be a factor in many cases involving electronic discovery. 

For those reasons, whether an ethical duty will be recognized is an open question and not an easy one to predict.  Clearly, even if there is such a duty, however, a lawyer would be free to argue to a court that protection over the metadata was waived by its disclosure.  By approaching a court before unilaterally concluding that no ethical duty existed, a lawyer may best protect himself from accusations of unethical conduct, and yet zealously represent his client within the bounds of the law.

Even if there is an ethical prohibition against the misuse of metadata (and that may be a dubious proposition), lawyers must caution clients about such information when they are preparing a document or, later, transmitting it.  As a practical matter, and even assuming that there is an ethical prohibition against using it, the ability to detect a violation of this rule is extremely low. How will you know that opposing counsel is gathering information about your drafting techniques, and so on? 
Conclusion 


Technology is wonderful, but failing to understand it can lead to disastrous results.  Thus, understanding the presence of metadata, and working to reduce its dissemination may reduce risk to you and your clients.  On the other hand, metadata is not some kind of diabolical, arcane incunabula or form of secret writing, but in fact can be readily accessed using the same tools that lawyers use every day in the production of documents. Arguing that counsel has some ethical responsibility to wear blinders and not make use of such readily available tools information to assist their clients would seem to be shirking their professional duties.


Having said that, and appreciating the impact of a rule against review of metadata might have, on your own activities as a lawyer, in day to day practice and in the realm of e-discovery, attorneys might want to consider taking a proactive stance by informing opposing counsel that they reserve the right to use whatever readily available tools and techniques are available to examine any and all documents that are provided during discovery or negotiations.
� 	The exception to the benign metadata would be if someone had deliberately included a defamatory paragraph with a font color of white.  You could search for such text by changing the background to blue and then back to white.  One way to guard against even that sort of mischief is to select the entire�document, then Format and clear the hidden attribute.  However, just because such things have been eliminated from the current version, there is still the danger that someone could click Undo.  Undo shouldn’t, we believe, work across document saves, but if the document is especially sensitive, try it to be sure.  Be sure to do so if you are sending out copies of a Word documents in .DOC form, which is the most risky format in which to exchange documents electronically – not just because of hidden metadata, but because of macro viruses.





